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TEE-based EDBs use existing B
+-tree engines which add a

unique (plaintext) tie-breaker 𝑢 to each indexed (encrypted)
key 𝑘 and store entries in plaintext sorted order.
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tie-breakers in one snapshot.3
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Figure 1: Overview of this paper and the dendrochronology vulnerability.

Abstract

Arborists use dendrochronology, or the study of tree “growth rings”

(as in, the plant), to infer past environmental events. We identify an

analogous, exploitable phenomenon in the indexes used by several

encrypted databases (EDBs) based on trusted execution environments
(TEEs). Such EDBs have been shown to leak the order of indexed val-
ues, but not the histogram (or frequency of each value), with respect

to a weaker class of snapshot adversaries. This order-only leakage

substantially reduces the impact of possible inference attacks.

We show, in fact, frequency is recoverable in the snapshot model

from many TEE-based EDBs, even if the TEE itself is “secure”. Our

insight is simple: practical storage engines impose a strict total order

on indexed keys by augmenting each key with a unique tie-breaker.

If the adversary learns information about the tie-breakers, they can

recover the frequencies of plaintext keys. We show this enables

stronger inference attacks on several TEE-based EDBs (including

Microsoft SQL Server’s Always Encrypted, StealthDB, and HeDB)

to demonstrate this vulnerability’s ubiquity and point to broader

lessons for TEE applications designed around legacy code.
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1 Introduction

Demand for stronger protections on outsourced data motivates the

field of encrypted databases (EDBs), where data is end-to-end en-

crypted between a trusted client and an untrusted database cluster,

and (ideally) no information about plaintext data or queries is ex-

posed to the cluster. Cryptographers have used various primitives

to design EDBs such as property-preserving encryption [2, 15],

structured encryption [26, 31], oblivious data structures [60], and

trusted execution environments (TEEs) [27, 29, 82, 95].

Constructions based on the first three primitives involve well-

known tradeoffs and have been extensively cryptanalyzed in prior

work [80]. In contrast, there is significantly less targeted analysis of

EDBs based on TEEs, which provide a hardware-backed abstraction

for encrypted code and memory. Nevertheless, TEE-based EDBs

have seen large interest from both academic and industrial parties—

likely because they significantly simplify EDB design compared to

purely cryptographic solutions—and are used in practice by various

financial [133], healthcare [111], and compliance [62] organizations.

While TEE-based EDBs themselves have largely eluded targeted

cryptanalysis, there is a rich line of attacks that focus on the general

TEE primitive itself. These show that powerful, persistent adver-
saries who can compromise various kernel components or execute
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arbitrary code on the victim can break the confidentiality guar-

antees of TEEs via microarchitectural side channels [20, 32, 70,

77, 103, 104, 112, 121, 140, 153], transient execution [21, 22, 100,

129, 144, 148], ciphertext-level vulnerabilities [99, 123, 149, 152],

syscall/signal attacks [122, 131], interconnect corruption attacks

[59, 124], and physical memory bus interposition [28, 35, 94, 127].

But these are not the only adversaries relevant for practical

databases. Recent commercial systems emphasize weaker threat

models in which an attacker exfiltrates point-in-time snapshots
of database state without fully controlling the live compute stack

[81]. Unlike persistent models which capture sustained server com-

promise, snapshot models capture incidents arising from database

user or server administrator compromise, such as the 2019 Capital

One [87] and 2022 LastPass breaches [56]. In response, emerging

work [45, 126] studies whether the security claims of TEE-based

databases still hold under weaker snapshot adversaries that obtain
one or more point-in-time views of the EDB state but do not observe

fine-grained execution during operations.

Two snapshot axes matter in this literature. First, the snapshot

may expose either a view of the encrypted index as represented in

memory (internal-memory snapshots) or in persistent disk storage

(external-memory snapshots). Second, the adversary may receive

either one (single-snapshot) or multiple snapshots (𝑞-snapshot). The
models used to analyze a TEE-based EDB depend on its architecture,

which we classify across two broad categories:

• TEE-hybrid systems [6, 7, 12, 101, 132, 141, 143, 156], which
keep most existing DBMS logic outside the enclave and only

invoke the TEE for comparisons over encrypted data. For ex-

ample, Microsoft Always Encrypted [6] and Alibaba’s Always-

Confidential [143] are TEE-hybrid EDBs deployed in practice.

• TEE-native systems (e.g., [120, 146, 151]), where the entire

DBMS executes inside of the TEE. This also includes “lift-and-

shift” systems that run an existing, unmodified DBMS in a TEE

using virtualization [27, 82] or a libOS [9, 13, 130, 135]. Some

“lift-and-shift” databases have been commercialized [5, 51].

TEE-hybrid systems which use B
+
-trees have been shown to

leak order—but not frequency—when the adversary gets a single
snapshot of the internal-memory index (e.g., Seah, Khu, Hoover, and

Ng’s Lama attack [126] against Always Encrypted). Outside of the

snapshot model, many TEE-hybrid EDBs (e.g., [6, 7, 101, 141, 156])

state that a persistent adversary that can observe query execution is

required to learn frequency information, and only learns frequency

information about data that is actively queried. Other EDBs (e.g.,

[143]) only explicitly analyze frequency leakage in the persistent

model and do not make any claims about snapshot adversaries.

In TEE-native systems, Espiritu, Kamara, Moataz, and Ogier’s

Leafblower [45] attack shows that amulti-snapshot adversary can
exploit B

+
-tree invariants to learn approximate order-only leakage

from snapshots of encrypted index files. Leafblower explicitly

conjectures that frequency information is impossible to recover

without a stronger adversary.

Why does frequency matter? To understand why frequency leakage

is dangerous, it is useful to compare it to order-only leakage. Suppose
an encrypted index contains a multiset of encrypted keys whose

plaintexts are from a key space K = {𝜅1 < · · · < 𝜅𝑚}. (We assume

𝑚 is the number of present, distinct keys.) For simplicity, suppose

the adversary sees four ciphertexts in sorted order〈
ct𝐴, ct𝐵, ct𝐶 , ct𝐷

〉
.

Under order-only leakage, the adversary learns the relative rank

of each plaintext key, but not which keys are equal to each other.

This small example of an order-only view is consistent with many

different plaintext multisets:

{𝜅1, 𝜅1, 𝜅1, 𝜅1}, {𝜅1, 𝜅2, 𝜅2, 𝜅3}, {𝜅1, 𝜅2, 𝜅3, 𝜅4}, etc.

All of these produce the same order leakage, but they have very

different equality structure and frequencies. From an information-

theoretic perspective, an adversary cannot tell from order alone the

number of distinct keys in the dataset.

Frequency leakage significantly changes this picture. We will

capture frequency leakage as a vector of each unique value’s cardi-

nality. Specifically, let
®f = (𝑓1, . . . , 𝑓𝑚) denote the frequency vector,

where 𝑓𝑖 is the number of occurrences of𝜅𝑖 . Unlike in the order-only

case, the adversary can “align” their auxiliary information about the

plaintext distribution to the histogram defined by
®f . Furthermore,

since |®f | =𝑚, the vector also reveals the number of unique keys.

This allows for significantly more accurate reconstruction.

This observation enables a line of inference attacks against order-
revealing and order-preserving encryption (OPE) [2, 18, 97]. Naveed,

Kamara, and Wright [114] presented the first attacks which com-

bined the frequency and order leakage of OPE with auxiliary in-
formation to reconstruct plaintexts. Later works improved these

attacks [16, 40, 67, 145]. However, these inference techniques are not

applicable without frequency information—with order-only leak-

age, reconstruction significantly degrades unless the adversary’s

auxiliary information is very accurate [45, 126]. This observation

also has motivated the development of frequency-hiding OPE (FH-

OPE) schemes [85, 98], but such schemes are largely theoretical and

impractical for deployment. As such, claims of order-only leakage

for TEE-based EDBs are significant: they exclude the frequency in-
formation which gives classical inference attacks most of their power.

1.1 Contributions

We correct the record on order-only leakage in TEE-based EDBs.

We identify several TEE-based EDBs that have been either inde-

pendently cryptanalyzed as having order-only leakage under a

snapshot model or require a much stronger, persistent model to

recover frequency leakage. For these EDBs, we identify a surpris-

ingly simple idea that allows for frequency recovery in the snapshot

model—practical DBMS storage engines must enforce a strict total
order among index entries. To do this, they break ties by augment-

ing each key with a tie-breaker such as a record ID. Although the

tie-breaker in itself is not necessarily sensitive, we show that the

stored order of tie-breakers reveals boundaries between distinct

plaintext values and allows frequency recovery.

We call this phenomenon dendrochronology. Just as the “growth
rings” of a tree’s trunk reveal the history of external environmental

events [52], descents in the sequence of tie-breakers reveal histor-

ical information about how the encrypted index was populated.

In particular, if the tie-breaker sequence decreases between two

adjacent entries in final sorted order, then those entries cannot have

the same plaintext key. Such descents therefore reveal plaintext key

boundaries and allow an adversary to recover the ordered frequency
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vector, or an approximation of it. This is enough to turn many pur-

ported order-only leakage profiles into order-plus-frequency leakage

profiles, enabling substantially stronger inference attacks.

We will spend the bulk of the paper discussing TEE-hybrid EDBs.

In Section 2, we will discuss necessary DBMS indexing background

and a unifying architecture for the TEE-hybrid databases we ex-

amine in this work. Then, in Section 3, we show that several TEE-

hybrid systems directly leak the associated record ID tie-breakers

to a single-snapshot adversary who takes a point-in-time snapshot

of the indexing data structure in the untrusted internal-memory
of the DBMS. We directly validate our attacks on Microsoft SQL

Server’s Always Encrypted [6], StealthDB [141], and HeDB [101].

We then consider a natural mitigation for our first attack in

Section 4, where we remove the plaintext tie-breakers from the

index structure. While this prevents our single-snapshot attack,

we show that a slight strengthening of our adversary still permits

frequency recovery. Specifically, we show that a multi-snapshot
adversary who receives multiple snapshots of the index over time

can synthesize a “proxy” for the record ID tie-breaker by exploiting

the fact that ciphertexts are not rewritten between snapshots.

As a final demonstration, in Section 5 we show that our at-

tack generalizes to TEE-native EDBs, where the entire DBMS is

executed inside of the TEE. Here, the adversary no longer sees

internal-memory and thus cannot see individual encrypted records.

However, we show that a multi-snapshot external-memory adver-
sary can extend the attack of Leafblower [45] (which recovers

approximate order-only leakage in the same model) using the same

dendrochronology technique. This allows us to recover approximate

frequency information which increases reconstruction accuracy.

We discuss related work in Section 6 and point towards broader

lessons in Section 7. Overall, our work demonstrates how reusing

existing plaintext databasemachinery can inherit subtle algorithmic

invariants that become unintended vectors for leakage.

Limitations. Our attacks—which exploit properties of B
+
-tree index

implementations—necessarily only work on indexed attributes. In

some TEE-hybrid systems, TEE-based comparison and indexing

are an explicit opt-in per attribute, and such systems support non-
indexed encrypted columns—our attack does not apply to such

non-indexed attributes. Finally, our multi-snapshot attacks largely

assume that index tie-breakers are monotonically increasing. By
default, this is true for all EDBs discussed in this work.

Disclosure. We disclosed our findings to relevant industry vendors

(Microsoft and Alibaba Cloud). We discuss disclosure in Appendix B.

2 Background

As the first part of this paper focuses on TEE-hybrid EDBs, we

discuss only preliminaries necessary for TEE-hybrid constructions

and defer discussion of TEE-native preliminaries to Section 5.

2.1 Plaintext B
+
-Tree Storage Engines

B+-trees. Databases use different external memory data structures

for persistently storing and searching over key-value pairs—all of

the databases discussed in this paper use B+-trees [14]. A B+-tree of
order 𝑧 ≥ 2 is a tree which maps search keys to values. Each leaf node
contains an ordered sequence of𝑤 ≤ 𝑧 totally ordered search keys

𝑘1 < 𝑘2 < · · · < 𝑘𝑤 , their associated values, and a sibling pointer
to the next leaf node in key order. The sibling pointers logically

form a linked list over the leaf nodes. Scanning over this list from

left-to-right provides the sorted key sequence of the tree.

Usage of B+-trees. Each database table is associated with one record
tree, which maps record IDs to record data. Each indexed attribute

on the table is associated with one index tree which maps arbitrary

search keys to record IDs. When a query performs a search over an

indexed attribute, the query engine first accesses the index tree to

determine the IDs of records whose queried attribute matches the

queried value, then uses those record IDs to query the record tree

to retrieve the corresponding record data.

Tie-breakers. To the view of database users, a B
+
-tree index can

either be unique (all keys are distinct) or non-unique (duplicate

keys are allowed). However, regardless of the uniqueness of user-

facing keys, essentially all practical B
+
-tree storage engines enforce

uniqueness of physically stored keys. This invariant’s ubiquity

comes from its advantages—it heavily simplifies the implementation

of fine-grained locking needed to support concurrency [61, 96, 147]

(and is even assumed by some algorithms [96]) and meaningfully

reduces write amplification [57].

Thus, to satisfy the uniqueness invariant in non-unique indexes,

databases extend the user-visible key 𝑘 with a unique tie-breaker
component 𝑢. This yields an augmented key (𝑘,𝑢) that is unique
and totally ordered. Consequently, the B

+
-tree entries are lexico-

graphically sorted by (𝑘,𝑢):

(𝑘,𝑢) < (𝑘 ′, 𝑢′) ⇐⇒ (𝑘 < 𝑘 ′) ∨ (𝑘 = 𝑘 ′ ∧ 𝑢 < 𝑢′).

Databases can instantiate this tie-breaker in different ways. As an

example, the tie-breaker in Microsoft SQL Server’s index trees is

the record ID associated with each key [36]. Critically, in all of

the databases we discuss, this tie-breaker is strictly increasing with

each insertion by default. (This monotonicity property improves

write locality in the index.) Thus, given two keys 𝑘𝑖 and 𝑘 𝑗 inserted

at timesteps 𝑖 and 𝑗 respectively, if 𝑖 < 𝑗 , then their associated

tie-breakers 𝑢𝑖 and 𝑢 𝑗 must follow 𝑢𝑖 < 𝑢 𝑗 .

Observation 1. By default, index B
+
-tree tie-breakers are strictly

increasing with each insertion.

2.2 TEE-Hybrid Indexes

TEE-hybrid EDBs [6, 7, 12, 101, 132, 141, 143, 156] preserve existing

DBMS logic over encrypted data by executing comparison opera-

tions inside of a TEE. While there are slight variations in how each

database is implemented, all of the databases we discuss in this

work utilize the same architecture which we describe below.

Each database augments the client with an encryption-aware

driver which knows the protected table’s schema and the encryption
key used to encrypt each attribute. When a client issues a query

containing a protected attribute, the driver symmetrically encrypts

the plaintext value with the attribute’s encryption key. The query

containing encrypted attributes is then sent to the server. In order

for the TEE to decrypt the ciphertexts for comparisons, the driver

attests and establishes a secure connection with the TEE—it uses
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this connection to securely transmit the encryption key to the TEE.

(The encryption key is cached for subsequent operations.)

Aside from the TEE-based comparisons and client-side encryp-

tion logic, the existing DBMS works essentially identically to the

plaintext setting. This means that, when a protected attribute is

indexed, its index B
+
-tree maps encrypted search keys to plaintext

record IDs. Due to the comparison operator, search key ciphertexts

are stored in sorted plaintext order.
Importantly, just as with normal B

+
-trees, the plaintext record

IDs are used as a tie-breaker when two search keys are equal to

each other (as determined by the TEE comparator). This means that

when two encrypted search keys have the same plaintext 𝑘 , their

corresponding tie-breakers 𝑢 and 𝑢′ are used to uniquely position

the search key in the tree.

Observation 2. The order of entries in the TEE-hybrid encrypted

index B
+
-tree is defined by lexicographically sorting by (𝑘,𝑢)

over plaintext search keys 𝑘 and their associated record ID 𝑢.

A final, critical observation comes from the storage of the tie-

breakers—it turns out in the TEE-hybrid databases we examine

in this work, the B
+
-tree tie-breakers are stored in plaintext, even

when the search keys are stored in encrypted form.

Observation 3. Tie-breakers are stored in plaintext in the TEE-

hybrid encrypted index B
+
-tree.

3 Dendrochronology with One Snapshot

In this section, we introduce our dendrochronology attack against

TEE-hybrid databases. We demonstrate that the tie-breaker behav-

ior inherited from the original DBMS leads to a simple attack in

the single-snapshot model which allows us to recover some, if not

all, of the key frequency information in the database.

Notation and threat model. We start with our weakest adversary,

the single-snapshot internal-memory adversary [126] which obtains

a single point-in-time snapshot of the DBMS state—specifically, a

snapshot of the in-memory encrypted index B
+
-tree. Formally, we

say that after the database has processed a workload of 𝑛 insertions

⟨op
1
, . . . , op𝑛⟩, the adversary obtains 𝑇𝑛 , the in-memory B

+
-tree

after the 𝑛th operation:

View1,int
Π

(
⟨op

1
, . . . , op𝑛⟩

)
:=𝑇𝑛 .

The adversary can parse 𝑇𝑛 to obtain its sorted encrypted key se-

quence and corresponding plaintext tie-breakers, which we denote

Parse(𝑇𝑛) →
〈(
Enc(𝑘1), 𝑢1

)
, . . . ,

(
Enc(𝑘𝑛), 𝑢𝑛

)〉
.

This adversary can arise naturally in practice: many real-world

database deployments expose low-level index state to service ac-

counts for administration or backup purposes [81], and, later in this

section, we will show for different databases how such accounts

can extract this state through the normal DBMS query interface.

(We stress the adversary does not issue its own database operations,

does not observe code execution during operations, and does not

have access to the encryption keys.)

The single-snapshot attack. We now show a simple frequency re-

covery attack. Consider the sorted encrypted key sequence〈(
Enc(𝑘1), 𝑢1

)
, . . . ,

(
Enc(𝑘𝑛), 𝑢𝑛

)〉
.

Then, given any fixed plaintext search key 𝑘 , all encrypted instances

of 𝑘 form a contiguous block in the sequence, and the B
+
-tree’s lexi-

cographic ordering means that the tie-breakers must monotonically

increase across the block. This means that, given two adjacent

entries (Enc(𝑘 𝑗 ), 𝑢 𝑗 ) and (Enc(𝑘 𝑗+1), 𝑢 𝑗+1),

𝑢 𝑗 > 𝑢 𝑗+1 =⇒ 𝑘 𝑗 ≠ 𝑘 𝑗+1 .

We call such an occurrence a descent at index 𝑗 .1

Observation 4. Descents in the tie-breaker sequence between

two adjacent entries (Enc(𝑘 𝑗 ), 𝑢 𝑗 ) and (Enc(𝑘 𝑗+1), 𝑢 𝑗+1) in the

TEE-hybrid encrypted index B
+
-tree imply 𝑘 𝑗 ≠ 𝑘 𝑗+1.

Observation 4 leads to the following attack, illustrated in Figure 1.

First, we extract the set of indices where descents occur:

descents :=
{
𝑗 ∈ {1, . . . , 𝑛 − 1} : 𝑢 𝑗 > 𝑢 𝑗+1

}
.

Writing the descent indices in order as 𝑑1 < · · · < 𝑑𝑡 and setting

𝑑0 = 0 and 𝑑𝑡+1 = 𝑛, we calculate the number of entries between

each descent as

®f ′ =
(
𝑑𝑖 − 𝑑𝑖−1

)
𝑖∈{1,...,𝑡+1} .

We will show that
®f ′ is an approximation of (and possibly exactly

recovers) the true frequency vector
®f .

Formalizing the approximation. It will be convenient for us to for-

malize this frequency vector approximation in the language of a

combinatorial object known as a composition [71], which is a vector

of integers which sum to a given integer. We can view a frequency

vector as a composition of 𝑛, the total number of records.

Definition 1 (Composition). A composition of a positive integer
𝑛 is an ordered tuple of positive integers ®c = (𝑐1, . . . , 𝑐𝑡 ) such that

𝑡∑︁
𝑖=1

𝑐𝑖 = 𝑛.

Given two compositions ®a and ®b, we say that
®b is a coarsening of

®a if ®b can be obtained by summing consecutive elements of ®a (i.e.,
merging together adjacent frequencies).

Definition 2 (Coarsening). Let ®a = (𝑎1, . . . , 𝑎𝑚) and ®b =

(𝑏1, . . . , 𝑏𝑡 ) be compositions of 𝑛. We say ®b is a coarsening of ®a if
there exist indices 0 = 𝑖0 < 𝑖1 < · · · < 𝑖𝑡 =𝑚 such that

𝑏ℓ =

𝑖ℓ∑︁
𝑗=𝑖ℓ−1+1

𝑎 𝑗 for each ℓ ∈ {1, . . . , 𝑡}.

We can then use this to formalize the approximation behavior: our

attack recovers a coarsening of the true frequency vector
®f .

Theorem 3.1.
®f ′ is a coarsening of the true frequency vector ®f .

1
Graphing the tie-breakers and observing the descents visually parallels how the

patterns of tree rings reveal information about events that have occurred in a tree’s

external environment, hence the name dendrochronology [52].



Snapshots of TEE-Based Encrypted Databases Leak Plaintext Histograms via Dendrochronology CCS ’26, November 15–19, 2026, The Hague, Netherlands

Proof. Let 𝐵1, . . . , 𝐵𝑚 be the blocks of equal keys in sorted order,

so
®f =

(
|𝐵1 |, . . . , |𝐵𝑚 |

)
. Within any block, lexicographic ordering

by (𝑘,𝑢) forces the tie-breakers to strictly increase (Observation 2),

so no descent occurs inside a block and every index in descents lies
on a block boundary. As each part of

®f ′ counts the entries between
consecutive descents, and descents fall only on block boundaries,

each part of
®f ′ must be the sum of a consecutive run of block lengths.

This means
®f ′ is a coarsening of ®f . □

We will empirically evaluate the accuracy of this coarsening on

various workloads in our evaluation later in the paper.

As a reminder, once we have recovered the frequency vector, we

can combine this with order leakage to instantiate inference attacks

on the ciphertexts using standard OPE inference attacks [16]. We

defer detailed discussion of this to our evaluation.

Remark: when are exact frequencies recoverable? Theorem 3.1 pro-

vides a lower bound on what the adversary can learn about fre-

quencies based on its knowledge of the tie-breakers, but it does

not guarantee that the adversary learns the exact frequency vector

since key boundaries may not necessarily result in a descent.

For example, suppose we insert keys in sorted order. In this

case, the tie-breakers 𝑢𝑖 and 𝑢𝑖+1 for any pair of adjacent keys in

the sorted key sequence 𝑘𝑖 and 𝑘𝑖+1 will always satisfy 𝑢𝑖 < 𝑢𝑖+1
since the tie-breakers are monotonically increasing by definition.

Then, there are no descents (descents = ∅), which results in the

degenerate approximate frequency vector
®f ′ = (𝑛).

We can capture the conditions where exact recovery holds under

Observation 1—the tie-breakers themselves are monotonically in-

creasing over insertion time. Specifically, given two distinct keys 𝜅𝑟
and 𝜅𝑟+1 where 𝜅𝑟 < 𝜅𝑟+1, if any instance of 𝜅𝑟+1 is inserted before

the last instance of 𝜅𝑟 , then the largest (right-most) tie-breaker of

the 𝜅𝑟 block must be greater than the lowest (left-most) tie-breaker

of the 𝜅𝑟+1 block. This guarantees a descent at the exact boundary
between the 𝜅𝑟 block and the 𝜅𝑟+1 block.

Theorem 3.2 (Exact recovery). Let 𝜅1 < · · · < 𝜅𝑚 be the
plaintext keys and let 𝑡min (𝜅𝑟 ) and 𝑡max (𝜅𝑟 ) denote the first and last
insertion times of 𝜅𝑟 . If tie-breakers are monotonically increasing,
then ®f = ®f ′ if and only if

𝑡min (𝜅𝑟+1) < 𝑡max (𝜅𝑟 ) for all 𝑟 ∈ {1, . . . ,𝑚 − 1}.

The proof of Theorem 3.2 is in Appendix C, where we also discuss

how to optionally use injections to guarantee this condition.

3.1 Case Studies

We now concretely instantiate the aforementioned attack in three

TEE-hybrid systems: Microsoft SQL Server’s Always Encrypted [6],

StealthDB [141], and HeDB [101], each of which leaks plaintext

tie-breakers in index B
+
-tree snapshots.

Microsoft SQL Server’s Always Encrypted (AE). Our first case study is

Always Encrypted (AE)’s TEE-hybrid randomized indexing scheme

(rnd). AE inherits the storage engine from Microsoft SQL Server,

which appends each record’s unique ID to each (encrypted) search

key in the index B
+
-tree as a tie-breaker. The record ID is unique and

monotonically increasing (Observation 1). As illustrated in Figure 2,

this gives us the necessary ingredients for our attack. Concretely,

36 4e600200 . . . 01eb835c...01eb835c...Slot 1:

36 56600200 . . . 01d106f3...01d106f3...Slot 2:

36 0e040000 . . . 014dd029...014dd029...Slot 3:

Plaintext
record ID

Encrypted search
key Enc(𝑘𝑖 )

𝑢3 = 1038

𝑢2 = 155734

𝑢1 = 155726 descent
indicates
𝑘2 ≠ 𝑘3

Figure 2: Parsing an Always Encrypted [6] B
+
-tree snapshot.

Record ID tie-breakers 𝑢𝑖 are in plaintext (Observation 3) and

are sorted lexicographically by (𝑘𝑖 , 𝑢𝑖 ) (Observation 2).

an attacker who compromises an untrusted database administrator

account can use SQL Server’s Database Console Command API [36]

to memory dump the encrypted index B
+
-tree. It then parses the

structure to retrieve the ordered ciphertexts and their corresponding

tie-breakers.

StealthDB. StealthDB [141] is built on top of PostgreSQL. Like SQL

Server, PostgreSQL stores unique and monotonically increasing

record IDs next to (encrypted) index B
+
-tree search keys to break

ties. As before, the use of plaintext tie-breakers is sufficient for

our attack. We use an untrusted database administrator account

to capture a memory dump of the B
+
-tree using PostgreSQL’s

pageinspect API [119] and parse the structure similarly.

As a remark, even if record IDs were not stored in plaintext in

the index B
+
-tree, the attacker can still recover them indirectly as

StealthDB stores identical search key ciphertexts in both the index

B
+
-tree and the record B

+
-tree. The attacker can dump both trees

and link the ordered ciphertext in the index tree to its record ID by

matching it to corresponding ciphertexts in the record tree. Thus,

StealthDB still remains vulnerable even if the index B
+
-tree did not

co-locate plaintext record IDs with encrypted search keys.

HeDB. Like StealthDB, HeDB [101] is based on PostgreSQL, and

so it inherits the plaintext record ID tie-breaker behavior for (en-

crypted) search trees. We operationalize the attacker identically as

in StealthDB using the pageinspect API [119].

Interestingly, even if record IDs were not revealed directly, HeDB

leaks an indirect “proxy” for the tie-breaker via its selection of IVs

for search key AES-GCM ciphertexts. As illustrated in Figure 3,

HeDB maintains a counter for the number of previously encrypted

AES blocks. When a new ciphertext is generated, it sets the cipher-

text’s IV to the total number of previously encrypted AES blocks.

That is, if 𝐵(𝑘𝑖 ) denotes the number of blocks used to encrypt search

key 𝑘𝑖 , then the IV iv𝑖 for the 𝑖th inserted search key 𝑘𝑖 is

iv𝑖 =
∑︁
𝑡<𝑖

𝐵(𝑘𝑡 ) .

As each ciphertext has at least one block, the iv𝑖 ’s are strictly increas-
ing in insertion order. The record IDs used as the actual tie-breaker

are also strictly increasing (Observation 1). Thus, lexicographically

ordering by the IVs produces the same sorted key sequence as lexi-

cographically ordering by the record IDs, and the sequence of IVs

has descents at exactly the positions where the hidden record ID se-

quence has descents. Applying our attack directly to the ciphertext

IVs thus produces the same frequency approximation.
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baa7c831 . . . e8634c1b affd26b3...Enc(𝑘1 ) :

baa7c831 . . . e8634c1e 3b56c44c...Enc(𝑘2 ) :

baa7c831 . . . e8634c16 0555ff7f...Enc(𝑘3 ) :

Plaintext IV iv𝑖 AES ciphertext

iv3 = . . .4c16

iv2 = . . .4c1e

iv1 = . . .4c1b descent
indicates
𝑘2 ≠ 𝑘3

Figure 3: Parsing a HeDB [101] B
+
-tree snapshot. IVs are

strictly increasing in insertion time, allowing them to be

used as a proxy for the tie-breaker.

Other systems. In Appendix D, we discuss Alibaba’s ApsaraDB

Always-Confidential [143], GaussDB’s Full Encryption [156], En-

clage [132], Cipherbase [7], and TrustedDB [12]—all of whose pub-

lished architectures suggest they are similarly vulnerable when

explicitly configured with attributes with TEE-based comparisons

enabled. For these systems, we were unable to access public arti-

facts on which we could verify our attacks
2
. Nevertheless, each of

their public descriptions satisfies the structural observations above,

so we believe these schemes are also vulnerable.

3.2 Brief Evaluation and Validation

We implemented our frequency reconstruction attack against Mi-

crosoft SQL Server 2025 [6], StealthDB [141], and HeDB [101]. We

will show more detailed end-to-end experiments in Section 4, so

we just provide a brief validation of the frequency reconstruction

portion of our attack here. Since we are able to instantiate the tie-

breaker attack identically across all EDBs, the attack performance

is equivalent regardless of the underlying EDB. Thus, we present a

single set of results that show the attack across all EDBs.

Workload. We generate synthetic Zipf distributions with skew 𝑠

with a given domain size |𝐷 |, and 𝑛 records. We then insert the

records into each database according to one of the following three

schedules: Sorted inserts records in plaintext order. Sorted-Jitter

keeps the workload roughly sorted by plaintext value, but assigns

each record a local jitter proportional to its rank 𝑟 +𝑈 [0, 2), so ad-

jacent values overlap while distant values remain mostly separated.

Random uniformly permutes the data before insertion.

Metrics. We run 1,000 trials and report % Exact Freq, the percent-

age of trials where the adversary recovers the exact frequency vector
in Table 1 and Figure 4. (Trials where the partial vector is recovered

are treated as failures.) In Table 1 we also report the average bound-
ary recall (Avg. BR), the percent of true adjacent key boundaries

that appear as descents in the recovered tie-breaker sequence.

Interpretation. In Table 1, we see that when inserts are sorted by

plaintext value, the final tie-breaker vector is monotone and so

the attacker sees no descents. Thus, exact recovery is always 0%,

exactly as Theorem 3.2 predicts. With schedules where records are

even just slightly interleaved with each other (Sorted-Jitter), the

exact recovery condition formalized in Theorem 3.2 is more likely

to hold and so the adversary can recover frequencies provided that

the number of insertions is sufficiently large.

2
Alibaba independently verified that our attack works against Always-Confidential

indexes that have TEE-based comparison operations enabled on them. Alibaba states

that they consider “the resulting leakage an inherent consequence of the authorized

configuration and its relaxed security guarantees”.

Table 1: Accuracy of the single-snapshot attack on Zipf data

with |𝐷 | = 64,𝑛 records, and skew 𝑠. Takeaway: Random insert

order exposes enough boundaries for near-perfect recovery

once values repeat, but sorted inserts reveal no boundaries.

Workload Avg. BR (%) ↑ Exact Freq. (%) ↑

Insert Schedule 𝑛 𝑠 = 0 𝑠 = 1.25 𝑠 = 0 𝑠 = 1.25

Sorted

1024 0.0 0.0 0.0 0.0

4096 0.0 0.0 0.0 0.0

Sorted-Jitter

1024 99.7 66.4 82.2 0.0

4096 100.0 97.6 100.0 19.5

Random

1024 100.0 92.6 100.0 0.3

4096 100.0 99.9 100.0 96.5

Figure 4 shows that when the domain is large but the number

of inserted records is small, the adversary is sometimes not able to

recover complete frequencies. This is because the support size of the

rarest elements becomes too small for the exact recovery condition

in Theorem 3.2 to hold. In other words, the fewer instances of a

given key, the less likely it is that a descent will appear in the

tie-breaker sequence at that key’s boundary.

3.3 Possible Mitigations

We first note two system-specific fixes for the more subtle leakage

channels above. StealthDB’s ciphertext linkability issue can be

mitigated by not reusing the same ciphertexts in both the index

tree and the record tree. HeDB’s counter leakage can bemitigated by

randomizing the IVs with each ciphertext. Then, across all schemes,

the primary vulnerability is that each scheme’s encrypted index

B
+
-tree stores the associated record ID tie-breakers in plaintext.

A simple mitigation for the single-snapshot attack is to addi-

tionally encrypt the tie-breaker with the attribute key and perform

comparisons inside the enclave on the entire search key and tie-

breaker tuple.
3
Then, a single snapshot of the index B

+
-tree no

longer exposes the tie-breaker required by our attack.
4

It is tempting to view this as a complete fix. While this mitigates

the single-snapshot attack, in the next section, we will show how

a multi-snapshot adversary can still perform the same attack even

when tie-breakers are not directly exposed.

4 Dendrochronology with Multiple Snapshots

We now show that the dendrochronology attack generalizes to a

hypothetical TEE-hybrid indexing scheme that does not directly

expose plaintext tie-breakers (e.g., using the straw man mitigation

of Section 3.3). We will show that a multi-snapshot adversary can

use multiple snapshots of the index B
+
-tree to synthesize a “proxy”

tie-breaker whose descents reveal key block boundaries. By linking

the same encrypted search key across snapshots, we can label each

record by its birth time, or the timestamp of the first snapshot in

3
A variation of this is done in Enclage [132], which we discuss in Appendix D.

4
Under this setup, the record ID still must be exposed to the untrusted DBMS engine

during query execution since the DBMS needs the plaintext ID to retrieve full record

data from the record B
+
-tree. However, transient exposure during queries is outside

the snapshot adversary’s view.
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0 0 0 0 0 0 5 77 100 100 100 100 100 100 100

0 0 0 0 0 0 0 0 20 96 100 100 100 100 100

0 0 0 0 0 0 0 0 0 0 66 100 100 100 100

0 0 0 0 0 0 0 0 0 0 0 9 97 100 100

0 0 0 0 0 0 0 0 0 0 0 0 0 72 100

0 0 0 0 0 0 0 0 0 0 0 0 0 0 8

Sorted-Jitter

2
4

2
6

2
8

2
10

2
12

2
14

2
16

2
18

Records 𝑛

8 5 6 19 69 98 100 100 100 100 100 100 100 100 100

4 1 0 0 1 19 83 100 100 100 100 100 100 100 100

2 0 0 0 0 0 0 35 97 100 100 100 100 100 100

0 0 0 0 0 0 0 0 2 77 100 100 100 100 100

0 0 0 0 0 0 0 0 0 0 20 97 100 100 100

0 0 0 0 0 0 0 0 0 0 0 0 77 100 100

0 0 0 0 0 0 0 0 0 0 0 0 0 17 99

Random

Figure 4: % Exact Freq. based on workload size 𝑛 and domain size |𝐷 | for Zipf skew 𝑠 = 1.25. Takeaway: Frequency recovery is

best when 𝑛 > |𝐷 |, as increasing 𝑛 increases the count of each unique value, which increases the probability that Theorem 3.2’s

condition holds. When 𝑛 ≪ |𝐷 |, the lower values of 𝑛 make fewer tail values in the Zipf distribution appear. This creates fewer

distinct plaintext values and, therefore, fewer values that need to be recovered, which occasionally increases recovery.

which it appears. As we will show, this birth time has the same

descent structure as the record IDs.

Notation and threat model. We now consider a stronger 𝑞-snapshot
internal-memory adversary that obtains a sequence of point-in-

time snapshots of portions of the DBMS state—specifically, the

in-memory encrypted index B
+
-tree. Formally, we say that after the

database has processed a workload of 𝑛 insertions ⟨op
1
, . . . , op𝑛⟩,

the adversary obtains (𝑇𝑡1 ,𝑇𝑡2 , . . . ,𝑇𝑡𝑞 ), the sequence of index B
+
-

tree snapshots at timestamps 𝑡1 < · · · < 𝑡𝑞 :

View𝑞,int
Π

(
⟨op

1
, . . . , op𝑛⟩

)
:=

(
𝑇𝑡1 ,𝑇𝑡2 , . . . ,𝑇𝑡𝑞

)
.

The adversary can parse each snapshot 𝑇𝑡𝑖 to obtain its sorted

encrypted key sequence, but cannot see plaintext tie-breakers:

Parse
(
𝑇𝑡𝑞

)
→

〈
Enc(𝑘1), . . . , Enc(𝑘𝑛)

〉
=
〈
ct1, . . . , ct𝑛

〉
.

Just as in Section 3, the attacker does not issue database operations,

does not observe code execution during operations, and does not

have access to the attribute keys. For simplicity, we focus on ex-

tracting frequency information about the final snapshot 𝑇𝑡𝑞 . Thus,

we will assume 𝑡𝑞 = 𝑛 (so the final snapshot is 𝑇𝑛).

Our insight. Our attackwill leverage themonotonicity of tie-breakers

(Observation 1) and a new observation: in AE, StealthDB, and HeDB,

search key ciphertexts in the encrypted index B
+
-tree are not rewrit-

ten between snapshots unless an operation explicitly updates the

associated record. This allows for search key linkability between

snapshots—the adversary can tell when the same (encrypted) search

key instance appears in two different snapshots.

Observation 5. Search key ciphertexts in the TEE-hybrid en-

crypted index B
+
-tree are not rewritten between insertions un-

less an operation explicitly updates the associated record.

We will now describe how the adversary can exploit linkability to

reconstruct a “proxy” for the tie-breakers. To provide intuition, we

will start with the simplest case where the adversary receives a

snapshot after all insertions (𝑞 = 𝑛). Then, we will generalize this

to the case where the adversary receives fewer snapshots (𝑞 < 𝑛).

Warmup: 𝑞 = 𝑛. Consider the 𝑛-snapshot adversary who obtains

the sequence of index B
+
-tree snapshots after every operation,(
𝑇1,𝑇2, . . . ,𝑇𝑛

)
.

Given the sorted encrypted key sequence in the final snapshot 𝑇𝑛 ,

Parse
(
𝑇𝑛

)
→

〈
ct1, . . . , ct𝑛

〉
,

for each encrypted search key ct𝑖 , we compute each record’s birth
time 𝑏𝑖 , the timestamp at which ct𝑖 first appeared in the snapshots:

𝑏𝑖 :=min

{
𝑡 𝑗 : ct𝑖 ∈ Parse

(
𝑇𝑡 𝑗

)}
This produces a birth time sequence:〈

𝑏1, . . . , 𝑏𝑛
〉
.

This birth time sequence serves as a proxy for the hidden record ID

tie-breaker. The reasoning is similar to why HeDB’s IV counters

serve as a proxy—by definition, the birth time𝑏𝑖 of each ct𝑖 is strictly

increasing in insertion order, and the record IDs used as the actual

tie-breaker are strictly increasing in insertion order (Observation 1).

Thus, the birth time sequence must have the same descents at

exactly the positions where the hidden record ID sequence has

descents. Applying our attack directly to the birth time sequence

thus produces the same frequency approximation.

Generalizing to fewer snapshots:𝑞 < 𝑛. We now consider the weaker

𝑞-snapshot adversary that receives only a subset of index B
+
-tree

snapshots at timestamps 𝑡1 < · · · < 𝑡𝑞 . In this setting, multiple

encrypted search key insertions could have happened between

snapshots, which means that multiple encrypted search keys have

the same birth time. Nevertheless, we can still extract (some, if not

all) frequency information with essentially the same approach.

As before, we start by computing the birth time sequence of all

encrypted search keys ct𝑖 that appear in the final snapshot 𝑇𝑛 :〈
𝑏1, . . . , 𝑏𝑛

〉
.

Then, consider a pair of encrypted search keys ct𝑖 and ct𝑖+1 and
their corresponding birth times 𝑏𝑖 and 𝑏𝑖+1. While the birth times

are no longer unique, if

𝑏𝑖 > 𝑏𝑖+1,
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𝑞=𝑛 snapshots: 𝑏 is equal
to 𝑢, so all descents and key
boundaries are found.

1
𝑞=3 snapshots: Some descents
and key boundaries are lost
(e.g., between 𝜅2 and 𝜅3).

2

𝜅1

2

𝜅1

3

𝜅1

5

𝜅2

1

𝜅2

4

𝜅2

8

𝜅3

7

𝜅3

9

𝜅4

6

𝜅4

10

𝑘

𝑢

𝑏

3 3 2 2

1 1 1𝑇3

1 1 2 1 2 2𝑇6

1 1 2 1 2 3 3 3 2 3𝑇10

𝑏

lost

3 5 2

Figure 5: Example where fewer snapshots lose descents. This

decreases the accuracy of frequency recovery, though the

remaining descents may still reveal meaningful boundaries.

then ct𝑖 must have been inserted later than ct𝑖+1, and by Observa-

tion 1, the true hidden record IDs 𝑢𝑖 and 𝑢𝑖+1 must follow 𝑢𝑖 > 𝑢𝑖+1.
This shows us that birth time descents still directly indicate hidden

tie-breaker descents, just as required by our attack.

Intuitively, the reduction in snapshots occasionally reduces the

accuracy of frequency recovery. Generalizing Theorem 3.2 to this

setting, a descent in the hidden tie-breaker sequence is unrecover-

able if both records at the descent boundary have the same birth

time (e.g., because they first appear in the same snapshot). Figure 5

shows an example of this. Nevertheless, we will show in our exper-

iments on real-world datasets that this is often not a problem—in

fact, we will show we can often recover meaningful frequency

information even at just 𝑞 = 2 snapshots.

4.1 Evaluation

We continue the evaluation from Section 3.2 but now in the multi-

snapshot setting. We aim to answer two questions: First, how many

snapshots are needed before birth times recover the hidden equality-

block boundaries? Second, once those boundaries are recovered,

how much do they improve inference?

To do this, we implemented the attacks across AE, StealthDB, and

HeDB. We loaded each workload into the target EDB and captured

the stated number of snapshots using the attacker instantiations

for each EDB from Section 3.1. Then, we parse the extracted index

B
+
-tree state, link encrypted search keys across snapshots, and

compute the birth time of each search key. Since the attack works

identically in all EDBs, we present one set of unified results.

Snapshot sensitivity. Figure 6 measures the fraction of true key

boundaries recovered from birth time descents. We generate 1,000

Zipf workloads (sampled i.i.d.) with domain size |𝐷 | = 64, vary the

number of inserted records 𝑛, and give the adversary 𝑞 uniformly

spaced snapshots. We report BR@q, the percent of true plaintext
key boundaries recovered at 𝑞 snapshots (Section 3.2).

The results show that the attack is effective with surprisingly few

snapshots. With only 𝑞 = 2 snapshots, boundary recovery jumps

sharply. For uniform workloads it reaches at least 78% once 𝑛 ≥ 2
8
,

and reaches 100% for 𝑛 ≥ 2
10
. For skewed Zipf workloads with

𝑠 = 1.25, the same trend holds, although recovery is slightly harder
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Figure 6: Average BR@q over 1,000 synthetic Zipf workloads

with skew 𝑠, domain size |𝐷 | = 64, with varying numbers of

𝑞 uniformly spaced snapshots and 𝑛 insertions. Takeaway:

With only𝑞 = 2, boundary recovery jumps sharply.With only

one snapshot, the adversary cannot recover frequencies.

for small 𝑛 because rare values have small equality blocks and are

more likely to only appear within the same snapshot.

End-to-end inference. To demonstrate the impact of frequency re-

covery, we show end-to-end inference experiments which recover

the ordered frequency vector from the TEE-hybrid snapshot using

our dendrochronology attack, and then attempt to map the result-

ing ciphertext blocks to plaintext values using the state-of-the-art

OPE multinomial inference attack of Bindschaedler, Grubbs, Cash,

Ristenpart, and Shmatikov [16].

Table 2 reports our results. BR@2 reports boundary recall using

only 𝑞 = 2 snapshots, where the first snapshot is captured halfway

through the transcript. % ERecov is the percentage of inserted

records whose plaintext value is correctly guessed. The baseline

Ord uses only the final order and the auxiliary distribution. Our

attack, Den, leverages multinomial inference with the recovered

ordered composition in addition to the final order. We stress both

Ord and Den use the same auxiliary source in each row a priori.
We evaluate our attack on real-world datasets including names

from the US Social Security [139] and US Census [136, 137], US

ZIP codes [76], Amazon product reviews [74], and birthdays [50].

Each real dataset defines a multiset of values to insert. We pick a

uniformly random permutation of that multiset as the insertion

order. Then, we take 𝑞 = 2 snapshots and proceed with our attack.

Across these datasets, two snapshots are already enough to re-

cover almost all frequency boundaries: BR@2 is 98.7% for SSA

names and 100% for every other real dataset. This translates into

large inference gains. For example, on U.S. Census surnames [136],

order-only inference achieves only 17.5% accuracy, whereas Den’s

recovered frequency raises accuracy to 99.5%; on ZIP code data

[76], the Ord baseline is almost uninformative at 0.1%, while Den

reaches 97.6%. These results validate broader findings from prior

inference attacks [16, 44, 46, 114, 126] showing that order-only

leakage requires the auxiliary information to be very accurate to

achieve good value reconstruction.

To illustrate the effects of sparse domains (where |𝐷 | is similar

to or exceeds 𝑛), we demonstrate the attack on synthetic uniform

and Zipf workloads (sampled i.i.d.) and use the same distribution

from which the data was generated as auxiliary information. This

intuitively lowers BR@2 (because the conditions of Theorem 3.2
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Table 2: End-to-end inference from 𝑞 = 2 snapshots. Ord and Den use the same auxiliary. Takeaway: Our dendrochronology

attack (Den) substantially improves end-to-end inference in most cases over the order-only baseline. On the real datasets,

where 𝑛 ≫ |𝐷 |, BR@2 is near 100% and reconstruction is accurate. On the synthetic datasets, where |𝐷 | is comparable to or

exceeds 𝑛, BR@2 is lower but still improves reconstruction when the distribution is skewed.

Dataset Descents ERecov (%) ↑

Workload Auxiliary |𝐷 | 𝑛 (×106) BR@2 (%) ↑ Ord→ Den Gain (pp)

Real datasets
SSA first names (2020) [139] SSA first names (2019) [139] 34,489 3.3 98.7 31.4→ 98.7

+67.3

Census surnames (2010) [136] Census surnames (2000) [137] 5,206 178.3 100.0 17.5→ 99.5
+82.0

IRS ZIP codes (2022) [76] Census ZIP codes (2020) [23] 33,778 156.2 100.0 0.1→ 97.6
+97.5

Amazon Industrial [74] Hu et al., Table 2 [75] 5 0.4 100.0 94.4→ 100.0
+5.6

Amazon Software [74] Hu et al., Table 2 [75] 5 1.3 100.0 66.2→ 100.0
+33.8

SSA birthdays (2014) [50] Murphy histogram [113] 365 4.0 100.0 39.1→ 100.0
+60.9

SSA birthdays (2013) [50] Murphy histogram [113] 365 4.0 100.0 43.8→ 100.0
+56.2

SSA birthdays (2012) [50] Murphy histogram [113] 365 4.0 100.0 36.7→ 100.0
+63.3

Synthetic datasets
Zipf (𝑠 = 1, |𝐷 | = 2

16
) Zipf (𝑠 = 1, |𝐷 | = 2

16
) 2

16
1.0 69.6 44.7→ 79.0

+34.3

Zipf (𝑠 = 1, |𝐷 | = 2
18
) Zipf (𝑠 = 1, |𝐷 | = 2

18
) 2

18
1.0 47.5 41.7→ 70.1

+28.4

Zipf (𝑠 = 1, |𝐷 | = 2
20
) Zipf (𝑠 = 1, |𝐷 | = 2

20
) 2

20
1.0 38.6 35.8→ 62.9

+27.1

Zipf (𝑠 = 1, |𝐷 | = 2
22
) Zipf (𝑠 = 1, |𝐷 | = 2

22
) 2

22
1.0 34.4 31.5→ 56.9

+25.4

Uniform ( |𝐷 | = 2
16
) Uniform over [0, 65535] 2

16
1.0 99.9 2.1→ 7.0

+4.9

Uniform ( |𝐷 | = 2
18
) Uniform over [0, 262143] 2

18
1.0 75.8 0.4→ 0.4

+0.0

Uniform ( |𝐷 | = 2
20
) Uniform over [0, 1048575] 2

20
1.0 38.1 0.1→ 0.1

+0.0

Uniform ( |𝐷 | = 2
22
) Uniform over [0, 4194303] 2

22
1.0 28.1 0.0→ 0.0

+0.0

are less likely to occur), but when the distribution is skewed we

still achieve improved reconstruction.

4.2 Possible Mitigations

Ourmulti-snapshot attack exploits both (1) the fact that tie-breakers

are correlated with insertion order and (2) ciphertext linkability.

Removing either property prevents our attack, though, as we will

discuss, there are some limitations to each approach.

Randomized tie-breakers. As discussed in Section 2.1, there aremany

practical benefits to strictly increasing tie-breakers in real-world

storage engines. Nevertheless, in theory, there is no strict limitation

that prevents us from changing the tie-breaker behavior. Thus, a

natural idea is to completely decouple tie-breakers from insertion

order by randomizing tie-breakers. As it turns out, we can show

that, if the insertion workload is sampled i.i.d., then randomized

tie-breakers reduce multi-snapshot leakage to order-only leakage.

We now formalize this. For all plaintext insertions 𝑘𝑖 , we assume

each 𝑘𝑖 is drawn i.i.d. from a fixed distributionD over the key space.

For each insertion, we independently sample a random tie-breaker

𝑢𝑖
$← {0, 1}𝜆

for statistical security parameter 𝜆. Then, the index will sort and

order records lexicographically by (𝑘𝑖 , 𝑢𝑖 ). We will show that the

insertion order is statistically indistinguishable from a randomly

chosen insertion order provided that all of the sampled tie-breakers

have no collisions. This shows that, as long as the 𝑢𝑖 values remain

hidden from the adversary, the insertion order reveals nothing

about the inserted keys beyond order-only leakage.

Theorem 4.1 (Statistical security of random tie-breakers).

Let D be a fixed distribution over the key space. Suppose, at time

𝑖 ∈ {1, . . . , 𝑛}, we insert 𝑘𝑖
i.i.d.← D with tie-breaker 𝑢𝑖

$← {0, 1}𝜆 . Let
®f be the frequency vector of 𝑘1, . . . , 𝑘𝑛 and b = ⟨𝑏1, . . . , 𝑏𝑛⟩ where 𝑏 𝑗
is the insertion time of the entry at sorted position 𝑗 . Then, let 𝜋 be a
uniformly random permutation of {1, . . . , 𝑛} sampled independently.
Then, for any possibly unbounded adversary A and for 𝑛 = poly(𝜆),��

Pr

[
A

(®f, b) = 1

]
− Pr

[
A

(®f, 𝜋 ) = 1

]�� ≤ negl(𝜆),

where negl(𝜆) is a negligible function of security parameter 𝜆.

Proof. Let 𝐸 be the event that all 𝑢𝑖 values are distinct. By a

union bound, the probability of ¬𝐸 (2 of 𝑛 tie-breakers collide) is

Pr[¬𝐸] ≤
(
𝑛

2

)
2
−𝜆 = negl(𝜆) .

Condition on 𝐸 and consider the set 𝑀 = {(𝑘𝑖 , 𝑢𝑖 )}𝑛𝑖=1, whose ele-
ments are distinct under 𝐸. Since the pairs (𝑘𝑖 , 𝑢𝑖 ) are i.i.d., every
assignment of these pairs to the insertion times {1, . . . , 𝑛} is equally
likely. Thus, their insertion times form a uniformly random per-

mutation. Also, 𝑀 determines
®f . Thus, b and

®f are independent

conditioned on 𝐸. The real and ideal distributions can differ only

when ¬𝐸 occurs, which gives the stated bound. □

There are some subtle considerations with this approach. First,

if the adversary can observe the tie-breakers themselves (e.g., via a

side channel), then it can still recover frequency information as in

the single-snapshot attack (Section 3). Second, if the distribution of

insertions is not i.i.d., then the adversary can possibly still exploit
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correlations between insertion order and plaintext values to recover

frequency information. For example, given a key space of𝑚 unique

keys, inserting all𝑚 keys in sorted order will trivially produce a

distinct ciphertext insertion order compared to a workload that

inserts all𝑚 keys in reverse sorted order.

Nevertheless, the TEE-hybrid construction (with randomized

tie-breakers) improves upon frequency-hiding order-preserving en-
cryption (FH-OPE) schemes [85], which have non-uniform insertion

distributions even under i.i.d. workloads [24, 67, 150]. However, the

i.i.d. assumption—across the entire lifespan of the database—is very

limiting (if not prohibitive) in practice, and it is unclear if real-world

workloads can satisfy this assumption.

Breaking linkability. Our attacks exploit the fact that the location of

an (encrypted) search key instance can be traced between snapshots.

Adding techniques like oblivious RAM (ORAM) [60] will break the

linkability property but at the cost of additional overhead on B
+
-

tree accesses and writes. Weaker alternatives which also would

solve the multi-snapshot attack are more efficient write-only ORAM
variants (e.g., [10, 17, 25]) which only protect write leakage, or

distribution-aware techniques which only provide guarantees for a

fixed, public write distribution (e.g., [58, 63, 105]). However, the use

of ORAM seems fundamentally in tension with the goal of storing

records in a sorted order (as is done in a B
+
-tree index) and it is

unclear what the performance of such a scheme would be. Thus,

such an approach would require design and engineering of a new

“ORAM-enabled” storage engine, which would defeat the premise

of reusing database components.

Disable querying on randomized encryption. For completeness, a

trivial mitigation is to disable TEE-based comparison operations

altogether and prevent querying on randomly encrypted data. (This

is the recommended approach from Microsoft and Alibaba for cus-

tomers who are concerned with frequency recovery.) This stops

the attack but eliminates the desired functionality.

5 Noisy Extraction from TEE-Native EDBs

So far, we have focused on TEE-hybrid systems, where we extract

frequencies at the level of individual encrypted search keys.We now

turn to TEE-native encrypted databases where an entire B
+
-tree-

based DBMS executes inside the enclave. Prior work by Espiritu,

Kamara, Moataz, and Ogier [45] proposed the Leafblower attack

which recovers approximate order-only leakage in this setting. In

this section, we will show that we can augment the Leafblower

attack with our dendrochronology insight to recover approximate

frequency leakage at the level of buckets (e.g., B+
-tree leaf nodes).

5.1 Additional Background

TEE-native databases. We refer the reader to [45] for a detailed dis-

cussion of a TEE-native database architecture and instead provide

a minimal description here of the necessary components to under-

stand our attack. For ease of discussion and baseline comparison,

we will focus on one specific TEE-native database, SQLite running

inside an Intel SGX enclave, as is done in Leafblower [45]. Here,

the entire DBMS executes inside the enclave. This substantially

reduces the attack surface of the system, as the adversary cannot

observe any internal state of the DBMS or the enclave.

To maintain persistence and resiliency guarantees, the database

writes data to disk after each operation. SQLite writes its B
+
-trees in

page-aligned files where each node of the tree fits in a page. These

files are encrypted using Intel SGX’s Protected File System [135]

format, which encrypts the file such that, when a logical plaintext

page is updated between two snapshots, we can determine which

logical page (and thus, corresponding B
+
-tree node) was updated

via comparing snapshots of the encrypted index file [45].

Notation and threat model. We consider the passive 𝑛-snapshot
external-memory adversary from [45] that obtains a sequence of

point-in-time snapshots of the encrypted database files on disk.

Formally, we say that after the database executes a sequence of 𝑛

insertions ⟨op
1
, . . . , op𝑛⟩, the adversary obtains (𝑆1, 𝑆2, . . . , 𝑆𝑛), the

sequence of encrypted B
+
-tree index files at timestamps 1, . . . , 𝑛:

View𝑛,ext
Π

(
⟨op

1
, . . . , op𝑛⟩

)
:=

(
𝑆1, 𝑆2, . . . , 𝑆𝑛

)
.

We assume that the adversary does not have access to the file

encryption key used to encrypt the index files. The adversary also

does not have access to enclave internals.

The Leafblower attack. The Leafblower attack [45] recovers ap-

proximate order-only leakage of records from TEE-native databases

under the 𝑛-snapshot external-memory adversary. The attack re-

constructs the logical B
+
-tree structure of the database and guesses

which records are contained in each leaf node. However, the at-

tack does not recover frequencies, as it does not learn the order of

records within each leaf node.

For our purposes, the Leafblower attack enables the adversary

to perform the following reconstruction tasks.
5
First, for each snap-

shot 𝑆𝑖 , the adversary can determine which physical pages of the
index file snapshot correspond to logical leaf nodes of 𝑇𝑖 , the B+

-

tree after insertion 𝑖 . Then, for each 𝑆𝑖 , it can determine the order

of the logical leaf nodes in the B
+
-tree 𝑇𝑖 . Finally, the adversary

can determine which logical leaf nodes in 𝑇𝑗 correspond to which

logical leaf nodes in 𝑇𝑖 . We will denote this as

Leafblower(𝑆𝑖 ) → 𝑇𝑖

where𝑇𝑖 is the reconstructed logical B
+
-tree after insertion 𝑖 . Using

this functionality, Leafblower recovers approximate order-only

leakage, but does not recover frequencies.

5.2 The Attack

If the underlying database uses monotonically increasing record

IDs as a tie-breaker, dendrochronology attacks are still possible

in the TEE-native setting using a technique similar to the one we

used in Section 4. Even though we cannot see individual records,

the adversary can keep track of the time at which each logical leaf

node was created. As we will show, this is sufficient to recover

approximate frequency leakage.

Intuition: nodes as “buckets”. One can view each leaf node of the B
+
-

tree as a bucket that contains multiple records. As inserts arrive, a

bucket is filled until it overflows, at which point the storage engine

allocates a new bucket on the right of the overflowing bucket and

redistributes records across the two buckets. Repeating this process

over time creates a sequence of buckets whose creation times are

5
We direct the reader to [45] for a more detailed discussion of the Leafblower attack.
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Figure 7: Example of extracting frequencies from a TEE-native database (where entire leaf pages are encrypted) using leaf

birth times. Leaf contents are shown for exposition and are not visible to the adversary. Leaves split and rebalance with their

neighbors when full (see [45] for a full description). Each key boundary (hollow triangle) falls inside a leaf that is split due to

later inserts of the lower of the two keys, producing a leaf birth time descent to the right of the key boundary.

correlated with the insertion times of the individual records that

populate them. We illustrate this in Figure 7.

The attack. Using this insight, we can obtain an approximate fre-
quency vector in the following way. Let 𝑇𝑛 ← Leafblower(𝑆𝑛)
be the final index B

+
-tree and denote its leaf nodes in left-to-right

order as 𝐵1, . . . , 𝐵ℓ where ℓ is the number of leaf nodes in 𝑇𝑛 . For

each 𝐵𝑖 , we calculate the leaf birth time 𝑏𝑖 , the timestamp of the

first snapshot in which that leaf node appears:

𝑏𝑖 :=min

{
𝑟 ∈ {1, . . . , 𝑛} : 𝐵𝑖 ∈ 𝑇𝑟

}
.

This produces a leaf birth time sequence〈
𝑏1, . . . , 𝑏ℓ

〉
.

Our attack then follows as before, just over the leaf birth time

sequence. We calculate descents in the leaf birth time sequence:

descents :=
{
𝑗 ∈ {1, . . . , ℓ − 1} : 𝑏 𝑗 > 𝑏 𝑗+1

}
.

We then use these descents to partition the final leaf order into

segments. Writing the descents in order as𝑑1 < · · · < 𝑑𝑡 and setting
𝑑0 = 0 and 𝑑𝑡+1 = ℓ , we calculate the number of leaf nodes between

each descent as

®f ′ =
(
𝑑𝑖 − 𝑑𝑖−1

)
𝑖∈{1,...,𝑡+1} .

Then, given an estimate 𝑐 of the number of records per leaf, we

can multiply each entry of
®f ′ by 𝑐 to obtain an approximate fre-

quency vector. (Equivalently, dividing each entry of
®f ′ by ℓ gives

an approximate normalized histogram over the plaintext keys.)

Remark on approximation. Unlike the TEE-hybrid attacks, we do not

recover a true coarsening of the real frequency vector because we

do not know the exact number of records in each leaf node. Instead,

the adversary learns an approximation based on its knowledge of

the approximate number of records in each leaf node. Nevertheless,

we will show in our experimental results that this is sufficient

to improve the accuracy of the adversary’s auxiliary information

compared to an order-only attack.

5.3 Evaluation

We extended the original attack implementation from Leafblower

[45] to reconstruct an approximate frequency vector by computing

the leaf birth time sequence. As in [45], we evaluated our attack

against SQLite 3.53.0 [55] running under Gramine 1.9 [135].

Workloads. For comparison, we reuse workloads from Leafblower.

Amazon consists of 5-star product reviews [74] with the rating his-

togram reported by Hu, Zhang, and Pavlou in Table 2 of [75] as

auxiliary. PUDF contains approximately 700k records from the 2018

Texas Hospital Inpatient Discharges dataset [134] with correspond-

ing histograms from the Texas Census QuickFacts [138]. For one

column (stay length) where QuickFacts data is not available, we

use the New York SPARCS healthcare [115] dataset as auxiliary.

We record 𝐾𝑆orig, the Kolmogorov–Smirnov distance [110] be-

tween the target histogram and the raw auxiliary prior, and 𝐾𝑆adj,

which recomputes the same distance after matching the auxiliary

distribution to the recovered frequency vector using Bindschaedler,

Grubbs, Cash, Ristenpart, and Shmatikov’s multinomial attack [16].

Lower KS values mean that the corresponding distribution more

accurately aligns with the real distribution. We also measure end-

to-end plaintext reconstruction with the same % ERecov metric

from Section 4.1. Ord is the Leafblower order-only baseline; Den

is with our adjusted histogram.

Interpretation. Table 3 shows two distinct effects.𝐾𝑆adj is lower than

𝐾𝑆orig on every workload, meaning our attack allows the adversary

to adjust its auxiliary distribution so it more accurately matches

the real distribution. In other words, our recovered histogram is

more accurate than the original auxiliary distribution.

However, even with more accurate auxiliary information, the

downstream effects on inference are mixed. Using the adjusted aux-

iliary improves recovery on Amazon Software, PUDF stay length,

and PUDF sex by 16.0–30.6 percentage points. However, in other

workloads, the more accurate auxiliary slightly decreases recovery

by up to 3.9 percentage points. This is because Leafblower re-

covers approximate order information, and so even with improved

auxiliary the exact value recovery is not necessarily improved. The

𝐾𝑆adj results show this is a weakness of the Leafblower attack

rather than an issue with our frequency reconstruction, and we

leave it as an open problem as to whether the Leafblower at-

tack itself can be improved to exploit more accurate auxiliary for

improved recovery.

5.4 Possible Mitigations

Our attack relies on Leafblower [45] as a precondition, so we can

thwart the attack by preventing Leafblower’s main requirement—

the adversary’s ability to track writes to individual filesystem pages.
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Table 3: Frequency recovery on TEE-native EDBs via our

improved Leafblower attack. KS is Kolmogorov–Smirnov

distance. Ord and Den use the same auxiliary distribution.

Takeaway: Our frequency-adjusted histograms are more ac-

curate than the auxiliary distribution in all cases, though

improved frequency fit does not always improve inference

because Leafblower’s order recovery is noisy.

Dataset Aux. Fit ↓ ERecov (%) ↑

Workload Auxiliary KSorig KS
adj

Ord→ Den Gain

Amazon Industrial Hu et al. [75] 0.018 0.006 98.1→ 95.6 −2.5
Amazon Software Hu et al. [75] 0.147 0.020 61.3→ 87.6 +26.3

PUDF stay length SPARCS [115] 0.026 0.008 63.3→ 93.9 +30.6

PUDF ethnicity Census [138] 0.040 0.024 99.0→ 95.1 −3.9
PUDF race Census [138] 0.153 0.138 84.8→ 83.5 −1.3
PUDF sex Census [138] 0.086 0.009 82.0→ 98.0 +16.0

One way to do this is with oblivious RAM (ORAM) [60], which has

been used in TEEs to hide access patterns to memory (e.g., [1])

and in filesystem syscalls [3, 34]. Some TEE-native EDBs even use

ORAM directly [30, 41, 155]. However, the overhead of ORAM [93]

may be prohibitive for online transactional databases. One possible

tradeoff is to use write-only ORAM techniques (e.g., [10, 17, 25]),

which achieve greater efficiency by only protecting writes, which is

sufficient to mitigate snapshot-based attacks. One advantage of the

TEE-native setting is that the ORAM can be applied transparently at

the TEE virtualization [82] or syscall proxy [135] layer as opposed

to needing to integrate it directly with the DBMS, which may make

it easier to implement. We direct the reader to the Leafblower

paper for further attack-specific mitigations [45].

6 Related Work

Breaking TEE-based applications without side channels. An emerging

line of work attempts to identify unintended leakage from TEE-

based applications without breaking the TEE primitive itself. In

addition to Leafblower [45] and Lama [126], we are aware of two

works in the stronger persistent adversary model: Jean-Louis, Li,

Ji, Malvai, Yurek, Bellemare, and Miller [78] exploit access pattern

leakage in filesystem syscalls used by TEE-based cryptocurrency

applications. Similarly, Zhao, Hu, Liu, and Chen [154] use a persis-

tent adversary to cause integrity violations in the “maintenance

mode” of HeDB [101].

Attacks on FH-OPE. Grubbs, Sekniqi, Bindschaedler, Naveed, and

Ristenpart [67] presented the first attack against the FH-OPE con-

struction of [85]. Their attack is limited to recovering the approx-

imate frequencies of the highest cardinality elements. Yang and

Kim [150] use a persistent adversary model that observes range

queries on an FH-OPE encrypted database. The closest work to ours

is that of Cao, Liu, Shen, Ye, and Ren [24], who exploit non-uniform

ciphertext insertion distributions in specific FH-OPE schemes to

recover approximate frequencies. Their attacks require at least 6

snapshots in order to achieve greater than 90% exact recovery on

real-world datasets, whereas our TEE-hybrid attacks require at

most 2 snapshots to achieve close to perfect accuracy.

Attacks in encrypted search. We have already discussed attacks

on TEE-based EDBs [45, 126], attacks on FH-OPE [24, 67, 150],

and attacks on other kinds of property-preserving encryption (e.g.,

[16, 67, 114]). Most prior cryptanalysis of EDBs focuses on persis-
tent adversaries which exploit leakage that is not visible in snapshot
models. These attacks typically leverage access patterns, search

patterns, response volumes, and query or record injection. In partic-

ular, persistent model attacks against encrypted range schemes (e.g.,

[37, 47, 49]) are relevant as recovering record access pattern leakage

from all possible queries is equivalent to recovering frequency and

order leakage (e.g., [46, 48, 64, 65, 68, 84, 89–92, 102, 106–109]).

Snapshot security. Snapshot-secure encrypted data structures [4, 39,

81, 86, 118] are motivated by the same reasons as our threat model,

where the attacker may obtain structured snapshots of memory

or storage but may not control the execution environment long

enough to observe every operation. Nevertheless, some attacks on

real-world EDBs demonstrate that they leak more information in

the snapshot model than originally claimed due to the presence of

additional information in logs or other indexing structures [66, 69].

Other database side-channel attacks. Various side channel attacks

target non-cryptographic database components [33, 43, 53, 79, 83,

125, 128, 142]. Other works recover secrets by injecting records and

measuring the resulting size of (encrypted) index files [19, 54, 72].

As discussed, our attacks do not require injections by default.

7 Conclusion

“PPE attacks that rely on the static DB [e.g., snapshots] are not appli-
cable to enclave-enabled EDBs which store data strongly-encrypted
[e.g., using randomized encryption]”. This statement dates back

to 2021 [8], but our investigation demonstrates this is false. Our

results show that such snapshot attacks are, in fact, applicable to a

wide class of TEE-based EDBs—even without attempting to break

the TEE primitive itself.

The burden of legacy code. It is well-known that legacy code is

often the source of security vulnerabilities, but here we show an

example—TEE-based EDBs—where maintaining legacy code and

reusing existing DBMS machinery is a conscious “benefit” of the

design. This makes EDBs easier to build, but our results show an-

other outcome of this bargain: the same features that make legacy

storage engines practical may be surprising sources of leakage.

Our proposed mitigations (e.g., randomized tie-breakers) are not

a simple drop-in replacement for existing DBMS logic and do not

protect against all workloads—more robust mitigations may require

substantial redesign of the underlying storage engine.

One philosophical question that this work raises is: why has this

seemingly simple vulnerability gone unnoticed for many years?

Prior analyses of TEE-based EDBs [45, 126] modeled the TEE-based

index as a sorted sequence of ciphertexts and abstracted additional

practical index metadata—such as tie-breakers—out of the model.

This highlights an occupational hazard of designing TEE-based

applications: the promise of reusing a plaintext storage engine

invites designers to treat the existing engine as a black box, when,

in reality, its algorithmic invariants become critical parts of the

security boundary (and surprising vectors of leakage).
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There may be other standard database mechanisms that leak

insertion order and allow for the same dendrochronology attack,

such as multi-versioning systems (e.g., [38] in SQL Server) or meta-

data in other index types [117]. We leave the investigation of these

orthogonal systems as an open problem.

We end with a broader lesson: secure co-design with TEEs,

whether for databases or other applications, cannot treat existing al-

gorithms as a neutral implementation detail. Such components must

be carefully analyzed as part of the security boundary. We expect

that as additional TEE-based applications becomemore mainstream,

vulnerabilities like these will arise from natural consequences of

the underlying (plaintext) algorithms.
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A Open Science

Our attack and experiment code is available at https://doi.org/10.

5281/zenodo.22693233.

B Ethical Considerations

Our work involves vulnerabilities against real-world systems. Fol-

lowing the ACM CCS 2026 guidelines, we conducted a stakeholder-

based ethics analysis based on guidelines from theMenlo Report [73]

and Kohno, Acar, and Loh [88]. For each stakeholder, we consider

the benefits and harms of this research.

End users. The primary stakeholders are end users whose records
may be stored in encrypted databases. These users are not direct

research participants, but they may be affected if frequency leakage

enables stronger inference of sensitive attributes. Such harms could

include privacy loss, financial loss, discrimination, or exposure of

confidential medical, employment, consumer, or business data. Even

absent direct impact, the leakage and corresponding attacks we
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propose can violate users’ privacy expectations. Nevertheless, we

believe that the public interest is served by accurate claims about

database confidentiality guarantees—this can incentivize database

customers to use stronger protections or apply mitigations, which

in turn benefit end users. We mitigate the impact of our research

against end users by limiting our experiments to local systems

under our control. We did not test against third-party systems and

performed our end-to-end inference attacks on public datasets.

Database customers. Database customers are also affected. They may

have relied on order-only leakage claims when deciding whether a

system was appropriate for sensitive or regulated data. Our work

benefits them by clarifying residual risk, but it may also impose

costs for risk assessment or migration to other systems. It is im-

possible for us as researchers to coordinate disclosure with every

possible database customer who uses one of the affected industry

databases. However, we mitigate risk here through coordinated

disclosure with specific vendors, who in turn are responsible to

notify their customers of the potential harms, described below.

Database vendors. Vendors and maintainers of the identified systems

may face reputational harm and engineering cost to mitigate vul-

nerabilities. We reduce unfair harm by describing the vulnerability

as a widespread consequence of practical storage engine design,

not as evidence of negligence by any specific product. We also

further mitigated risks by initiating coordinated disclosure with

identified industry vendors (Microsoft, Alibaba Cloud) on April 10,

2026, which we discuss below.

Microsoft acknowledged disclosure on April 10. On May 6, Mi-

crosoft claimed the AE security definition “implicitly” stated the

rnd scheme leaks frequencies in the snapshot model and closed

our report. We disagreed with this and sent a follow-up on May

9. Microsoft sent a revised response on May 29, in which they

agreed with our findings. They also agreed that re-encrypting the

tie-breakers addresses the single-snapshot leakage. However, they

chose not to take any actions at this time as they believe any miti-

gation would not materially change AE’s posture against persistent

server compromise, under which frequency information is leaked.

Alibaba did not initially respond, so we sent a second attempt on

May 8. Alibaba acknowledged our disclosure on May 12. OnMay 13,

they stated that they independently reproduced the attack against

Always-Confidential indexes on which TEE-based comparison op-

erations were explicitly enabled (a configuration we were unable to

access). Alibaba’s position is that enabling comparison operations

relaxes Always-Confidential’s default security guarantees, and that

the resulting distributional leakage is an inherent consequence of

that authorized configuration rather than a flaw in their security

model. Accordingly, they chose not to take action at this time.

Prior to publication, we provided the above vendors with the

opportunity to comment on near-final versions of the paper and

the opportunity to request embargo. We then proceeded with pub-

lication after coordinating a release date with all vendors.

The research community. The security research community benefits

from a clearer understanding of how practical implementation

choices affect leakage. At the same time, attackers may benefit from

publication by learning how to improve inference attacks once they

already have snapshot access. We believe that this is outweighed

by publication of our findings, which we hope will motivate and

lead to development of better defenses in the research community.

The authors. The authors of this paper are also a stakeholder, but
we do not believe it is possible for a research team to provide an

unbiased analysis of the benefits and harms of their own research

on themselves so we abstain from this analysis.

C Proof of Theorem 3.2 (and Injections)

Proof. Let 𝐵1, . . . , 𝐵𝑚 be the blocks of equal keys in the sorted

encrypted key sequence (such that 𝐵𝑟 contains all instances of the

search key 𝜅𝑟 ), so ®f = ( |𝐵1 |, . . . , |𝐵𝑚 |). Then, let 𝑗0 = 0 and, for

𝑟 ∈ {1, . . . ,𝑚},

𝑗𝑟 =

𝑟∑︁
𝑖=1

|𝐵𝑖 |,

so that 𝐵𝑟 occupies the indices 𝑗𝑟−1 + 1, . . . , 𝑗𝑟 and the boundary

between adjacent blocks 𝐵𝑟 and 𝐵𝑟+1 is at index 𝑗𝑟 . It is clear that
®f = ®f ′ if and only if descents = { 𝑗1, . . . , 𝑗𝑚−1}, and by the proof of

Theorem 3.1, descents ⊆ { 𝑗1, . . . , 𝑗𝑚−1}, so
®f = ®f ′ ⇐⇒ 𝑢 𝑗𝑟 > 𝑢 𝑗𝑟+1 for all 𝑟 ∈ {1, . . . ,𝑚 − 1}. (1)

Then, fix 𝑟 ∈ {1, . . . ,𝑚 − 1}. By definition, 𝑗𝑟 is the index of the last

entry of 𝐵𝑟 and 𝑗𝑟 + 1 is the index of the first entry of 𝐵𝑟+1. Also, by
lexicographic ordering on (𝑘,𝑢),𝑢 𝑗𝑟 is the largest tie-breaker among

the instances of 𝜅𝑟 and 𝑢 𝑗𝑟+1 is the smallest among the instances

of 𝜅𝑟+1. Since tie-breakers are strictly increasing in insertion time,

the largest tie-breaker of 𝜅𝑟 belongs to the search key inserted at

𝑡max (𝜅𝑟 ), and the smallest tie-breaker of 𝜅𝑟+1 belongs to the search

key inserted at 𝑡min (𝜅𝑟+1). Therefore,

𝑢 𝑗𝑟 > 𝑢 𝑗𝑟+1 ⇐⇒ 𝑡min (𝜅𝑟+1) < 𝑡max (𝜅𝑟 ) . (2)

Combining Equation (1) and Equation (2) proves the theorem. □

Remark on injections. If the adversary has the ability to perform

additional injections before taking the snapshot, they can trivially

guarantee that the condition of Theorem 3.2 holds in the following

way. The adversary inserts one record for each unique key in the key

space K = {𝜅1 < · · · < 𝜅𝑚} in descending order; that is, 𝜅𝑚 , then

𝜅𝑚−1, and so on until 𝜅1.
6
Then, 𝑡max (𝜅𝑟 ) is later than 𝑡min (𝜅𝑟+1) for

every 𝑟 ∈ {1, . . . ,𝑚− 1}. The adversary can then recover
®f from the

resulting
®f ′ by subtracting one from each entry (to account for the

injected records). We do not evaluate injections in this work, as our

end-to-end experiments achieve near-perfect frequency recovery

on real-world datasets without them.

D Other Vulnerable TEE-Hybrid Databases

Beyond the three systems we validate directly in Section 3, sev-

eral other TEE-hybrid EDBs have published architectures that we

believe satisfy the structural observations behind our attack. We

were unable to obtain public artifacts for these systems, so we do

not claim experimental confirmation. Instead, we describe below

how the dendrochronology attack would manifest in each using

evidence from their respective publications and public descriptions.

6
If the storage engine assigns tie-breakers in the order they are specified within a

single transaction (as is the case in Always Encrypted, HeDB, and StealthDB), then

the𝑚 injections can be issued in a single transaction.
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Alibaba Always-Confidential [143]. Operon/Always-Confidential

stores encrypted data in a conventional DBMS and uses tree-based

indexes for encrypted columns. Querying such a column requires

TEE-based comparison to be explicitly enabled on it. Section 4.5

and Figure 7 in [143] show a B
+
-tree lookup over encrypted indexed

values, and, for a non-unique encrypted index with comparison

operations enabled, the storage engine breaks ties between dupli-

cate encrypted keys using a row identifier. This gives the necessary

ingredients for our attack. (We note that, as part of our disclo-

sure, Alibaba independently validated our attack against Always-

Confidential indexes on which TEE-based comparison operations

were explicitly enabled.)

GaussDB’s Full Encryption [156]. GaussDB’s Full Encryption imple-

ments ordered indexes on randomized encrypted columns using

B
+
-trees, where the encrypted search key entries are sorted accord-

ing to their plaintext order. Figure 2 and Figure 3 in [156] illustrate

this design. The paper does not explicitly mention tie-breaker be-

havior. However, prior documentation of GaussDB describes the

use of tie-breakers on non-unique indexes [116] and so we believe

our attacks apply.

Enclage [132]. Enclage presents a taxonomy for different design

choices for TEE-hybrid databases and allows database practition-

ers to choose different configuration options. Section 3.3 of [132]

presents a “strawman” construction which stores encrypted search

keys in a B
+
-tree with record IDs explicitly stored in plaintext. (This

is additionally illustrated in Figure 1 of [132].) However, Enclage

identifies plaintext record IDs as a potential source of record identity
leakage to a persistent adversary. Thus, Enclage encrypts record

IDs as part of the final design presented in Section 4 of [132]. Nev-

ertheless, encrypting record IDs is not sufficient to completely stop

snapshot adversary attacks as discussed in our multi-snapshot TEE-

hybrid attacks of Section 4. We remark that certain configuration

options for Enclage use encryption at the level of B
+
-tree pages in-

stead of encryption of individual search keys—in these cases, while

the attacks of Section 4 may not apply, the TEE-native attacks of

Section 5 may still apply.

Cipherbase [7]. Cipherbase is the precursor to Microsoft’s Always

Encrypted and is built on Microsoft SQL Server. Cipherbase sup-

ports range indexes which store encrypted search keys inside of

a B
+
-tree and uses an FGPA-based trusted hardware module to

perform comparison operations over encrypted search keys. Based

on our investigation of Always Encrypted and SQL Server’s use of

tie-breakers, Cipherbase’s foundations in SQL Server mean it also

likely exposes the dendrochronology vulnerability.

TrustedDB [11, 12]. TrustedDB uses cryptographic processors (SC-

PUs) with trusted hardware assumptions to support encrypted

indexes and perform comparison operations. Equation 5 of [11]

describes TrustedDB’s per-attribute physical format, which explic-

itly includes the indexed value’s primary key (i.e., record ID) in

plaintext. Section 4.3 in [11] further discusses how TrustedDB is

based on SQLite, which has strictly increasing record identifiers by

default. This provides the required information for our attack.
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